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PingID MFA - Self Recovery Lost or Unavailable
or Replaced devices

Issue/Question

Unable to register a new device with PingID Multi-Factor-Authentication (MFA) because the only device registered
is lost, inaccessible or has been replaced

Environment

PingID MFA

Cause

This is typically caused when the only device registered with PingID has been replaced. When trying to register a
new device you are prompted to Authenticate, but are unable to because the existing registered device is not
available

Authenticate

You must provide second factor authentication
to continue. You will be redirected to a login

page.
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Example: PinglD is registered with a phone that is no longer in your possession. In this scenario it is impossible to
register a new device because PinglD attempts to get approval from the old phone.

Resolution

1. Use your browser to connect to https://myapps.jnj.com then click on PingID - Register & Manage your PinglD
MFA


https://jnjprod.service-now.com/iris?id=iris_home_new
https://jnjprod.service-now.com/iris?id=iris_home_new
https://jnjprod.service-now.com/iris?id=kb_article&sys_id=e2e71f9edb851010fa29158239961986
https://jnjprod.service-now.com/iris?id=kb_article&sys_id=e2e71f9edb851010fa29158239961986
https://myapps.jnj.com/
https://jnjprod.service-now.com/iris?id=iris_home_new

Pingf® Register & Manage your PingID MFA

Manage your PinglD Multi-Factor Authentication (MFA) credentials from the Ping Identity Self-Service portal. PingID MFA
is used for strong authentication from a mobile device app or desktop application

2. At the devices page click the +Add button. You will be prompted to authenticate

Authentication Required

This action requires you to authenticate with
PinglD.

‘ Cancel ‘ Continue

3. Click continue, then 'forgot device' Select a method to get a code such as Text, voice call , JINJ email or
secondary email then click next. (This information is sourced from JJEDS)

Choose Verification Method
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Authenticating on
google Pixel 2

‘ Change Device ‘

Forgot your device?

4. Once you get the registration code via text, voice, or email. Enter the code and click Next



Authentication

SMS sent to ****
Enter the passcode you received.

Resend Passcode

5. You will be taken to the PingID My Devices page where you can register a new device and delete the registration
for the old phone. Click + Add to begin registration.

My Devices
PinglD {fm\

( |
h

Select from the below options depending on the device you have:

PingID MFA - Register your Smartphone Initial Registration (PDF link)

PinglD MFA - Register a Desktop or Laptop Initial Registration (PDF link)



https://myapps.jnj.com/pub/docs/PingIDRegisterMobile.pdf
https://myapps.jnj.com/pub/docs/PingIDRegisterDesktop.pdf

